i 



decrypting said encrypted digital data into decrypted digital data; 
when saicN^ser displays said decrypted digitaj/aata, displaying 
said decrypted digitahdata using said display permit key; 

when said user edifevsaid decrypted digital data, editing said 
decrypted digital data using saidedit pernut key; 

when said user stores said debr^pted digital data, storing said 
decrypted digital data using said storage permit key; 

when said user copies said/decrypted digifelsjiata, copying said 
decrypted digital data using said copy permit key; 
y when said user transfers said decrypted digital data, transferring 
i^s aid decry pted di gital data using said transfe r permit key.-- 



-96. The method of claim 95, 
supplying said copyright control pro; 





comprising the step of 
from said key control center.— 



supplying said copyright control program irftrri said database 



of claim 9 Jyfn rth e r rrefl prisi ng thp fttf E^of 




—98. The method of claim 95, further comprising the steps of: 
supplying a part of said copyright control program from said database; 



and 



supplying another part of said copyright control program from said key 
control center.— 
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nH n f rl ni m 0 5, who f n in said copyright con tre m orogram 

information of 



uses at least one of a copyright control message 
sai d digita LdataLz: 



-100. The method of claim 99,/further comprising the step of supplying 
at least one of said copyright control program, said copyright information and 
said copyright control message (top. said key control Renter. 




—101. The method of claim 99, further comprising the step of 
supplying at least one of said copyright conttol program, said copyright 
information and said copyright controj/message from said cUtabase.-- 

-102. The method pf claim 99, further comprising the steps of: 
supplying a part of said copyright cc ntrolprogram, said copyright 

information or said copyright control message from said database; and 
supplying another part of said cp}5yright control program, said 

copyright information or said copyright control message from saidlcey control 

center.-- 



-103- The method of claim 99, further comprising the step of entering 
said copyright information into said digital data.— 



-104. TMe method of claim 103, wherein said copyright information is 
entered as a computer virus.— 
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TfieliTetho d of claim 99, fiirtho i ^comprising the steps of; 
adding ediOttstai^information to said Copyright information when 



right information when 



said digital data is edited; 

adding copy history information to s^ic 
said digital data is copied; and 

adding transfer history informatic^i to said copyright information" 
w h e n said - digital data is transfe n ed r 



-106. The method of claim 105, further comprisine/tne step of 
supplying at least one of said copyr/ght control pro-am, said copyright 
information and said copyright control message/from said key control center. 

-107. The method of claim 105, further comprising the step oj 
supplying at least one of said copyright control program, said copyright 
information and said copyright control message from said d^fabase.- 

-108. The method/of claim 105, further comj^nsing the steps of: 
supplying a part of said copyright contofprogram, said copyright 

information or said copyright control message from said database; and 
supplying anotner part of said copyright control program, said 

copyright information or said copyright control message from said key control 

center.— 



-109. The /method of claim 105, further comprising the step of entering 
said copyright information into said digital data.— 
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-110. The rrtethod of claim 109, wherein said copyright information is 
entered as a computer virus.-- 



1. A methoa for controlling copyrights of digital data comprisin g 
steps of: 

supplying^ncryplsed digital data from a database to a user; 

in response to^a request by said user, supplying a utilisation permit key 
including a crypt key foMaid digital data from a key control center to said 
user, said utilization permifskey comprising a dispk 
permit key, a storage permit keka copy permit^ey add a transfer permit k4y; 

under management o]f a copyright control program, performing tjae 
steps of: 

decrypting said bncrypted digital data intd decrypted digital data; 
when said user displays said decrypted digital dajtf, displaying 
said decrypted digital data using said display^enriit^ey; 

when said user edits said decrypted digitkFdata, editing said 
decrypted digital data using said edit permitkey; 

when said user stores said decrypted digital datk encrypting and 
storing said decrypted c igital data using said storage permit key; 

when said user copies said decrypted digital data, encrypting and 
iigital data using said copy permit key; 
nsfers said decrypted digital data, encryptiri^ 



copying said decrypted 
when said user ti 



and transferring said decrypted digital data using said transfer permit 
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-112. The method of claim 111, further comprising the step of 
supplying said copyright control program from said key control center.-- 



~ot claim ill, further~eemprising L the step of 




iipfjjins said copyright control prog ram from said dafal 



-114. The method pf claim 111, further compri^^g the steps of: 
supplying a part of fcaid copyright control ftrja^ram from said database; 

and 

supplying another pi 
control center.-- 




method~0: 
program uses at least one o: 



infogiiaiian^ Qf said digital dla te 



rt of said copyri 




claim 111, wheiein said copyiight control 
a copyrigftUxgitrcri message and copyrigj; 



trol program from said key 



-116. The method ojF claim 115, further comprising/the step of 
supplying at least one of said copyright control progran?C said copyright 
information and said copyright control message from said key control center. 



-117. The method jbf claim 115, furti^r comprising the step of 
supplying at least one of said copyright control program, said copyright 
information and said copyright control message from said database.- 
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-118. The method of claim 115, further comprising the steps of: 
supplying a part\of said copyright control program, said copyright 
information or said copyright control message from said database; and 

supplying another part of said copyright control program, said 
copyright information or said copyright control message from said/key control 
center.— 



-119. The method of 
said copyright information i 

-120. The method of 
entered as a computer virus. 



rlaim 115, further comprising the step of entering 
► said digital dat? 



>aid copyright information is 



claim 119,/wherein 





■^Fhe-met hod of /claim 115, further comprising the-steps of: 
adding eclirtustory information to said copvpght information when 
said digital data is edited; 

adding copy histor^ information to^aid copyright information when 
said digital data is copied;/and 

adding transfer history information to said copyright information 
wh en sai d digital data is /transf e rr e d. 



supplying at least one of 



122. The metho i of claim 121, further comprising the step of 



said copyright control program, said copyright 



information and said copyright control message from said key control center.-- 
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1, furtl 



-123. The method of claim 121, further comprising the step of 
supplying at least one of said copyright conirol program, said copyright 
information and said copyright control message from said database.— 



-124. The method of claim 121, further comprising the steps of: 

supplying a part of said copyright control program, said copyright 

information or said copyright control message from said debase; and 

supplying another part of said copyright conteofprogram, said 

copyright information or said copyright controHnessage from said key control 

/ X \ 

center, 

-125- The method of cl?im 121, further comprising Jh£^ step of entering 
said copyright information info said digital data. 

-126. The method/of claim 125, wj^rein said copyright information is 
entered as a computer virus.-- 

-127. A ^meritetHfrr controlling copyfightg-of-di gital d ata- comprising 
the steps 75f 

supplying'enCrygted digital data from a database to a user; 

in response to a requestby^aid user, supplying a crypt key from a key 
control center to said user; 

decrypting said encrypted digital data into decrypted digital data using 
said crypt key; 
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di^ayihg said decrypted digital data when said user requests to display 
said digital d£ 

editing sakhctecrypted digital data when said user requests to edit said 
digital data; 

encrypting skid decrypt&d^digital data again to be stored when said user 
requests to store saic 

encrypting said decrypted digital data^agaip/fo be copied when said user 
requests to copy said 

decrypted di{ 



encrypting said 



user requests to transfer said digitaLaata; 



wherein said st< 



digital. 



ps of decrypting and 
T^= — 



again to be transferred when said 
encrypting again are iaianagea>by a 



-128. The mj&thod of claim 127, further cpfhprising the step of 
supplying said copyright control programfr6m said key control center. 



lod of claim 127, further comprising the step of 



supplying said (Copyright control program from saic 



—130. The method of claim 127, further comprising the steps of: 
supplying a part of said copyright control program from said database; 



and 



supp 
control cen 



ying another part of said copyright control program from said key 
er.~ 



V 
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rrchof-cfaim Lzv, wherein saia copyright control 




program uses at least 
informatioTLof said digita 

-132. The method of 
supplying at least one of said 
information and said copyrig] 



message and copyright 



dlaim 131, further comprising the step of 
:opyright control program, said copyright 
t control message from said key control center. 



-133. The method of /claim 131, further comprising the step of 
supplying at least one of sa/d copyright control program, said copyright 
information and said copwight control message from said database.-- 

—134. The method of claim 131/mr her comprising ihe steps of: 
supplying a partr of said copynght control program/'said copyright 

information or said copyright control messc ge from^aid database; and 
supplying another part of said copyri ghfc'control program, said 

copyright information or said copyright oaftrol message from said key control 



center. 



j 



-135. The/ method of claim 131, further comprising the step of entering 
said copyright information into said digital data.-- 



—136. The method of claim 135, wherein said copyright information is 
entered as a computer virus.— 
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E13Z^- The ritethod of daim "Ml, fur t her co mpr ising thej tepsof: 
r acting edit history information to said copyright information when 
said digital datals^dit^d; 

adding copy tast^ryTltfeqnation to said copyright information when 
said digital data is copied; and 

adding transfer history information to said copyri^hMnformation 
when saic 



-138. The method 
supplying at least one of 
information and said 



qf claim 137, further comprising the step of 
s4id copyright control prograjrf; said copyright 
copyright control messagg/from said key control center. 



-139. The method |of claim 137, further cdpprfsing the step of 
supplying at least one of iaid copyright control B^gram, said copyright 
information and said copyright control message from said database.— 



-140. The methcp of claim 137, further comprising the steps of: 
supplying a part/of said copyright control program, said copyright 
information or said copyright control message from said database; and 



supplying anot 
copyright informatior 
center.— 



er part of said copyright control program, said 

or said copyright control message from said key control 



-141. The method of claim 137, further comprising the step of entering 
said copyright information into said digital data.— 
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—142. The method of jzfaim Ipi, wherein said copyright information is 
entered as a computer vims.**, 
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